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1 Introduction

ITU-T X.509 provides a syntax for the implementation of public key certificates. This
standard provides numerous options to address the flexibility needed to address the
requirements of a large community of implementors. In an effort to constrain X.509 to
meet specific requirements, several communities have created public key certificate
“profiles”. This document provides a single-point comparison of the profiles of the
Federal Public Keynfrastgructure (FPKI), the U.S. DoD High assurance MISSI program,
the Internet Public Key Infrastructure (PKIX) working group, and the International
Standards Organization Banking community.
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3 Comparison of FPKI, MISSI, ISO and PKIX Profiles
In the following tables:

c: : must be marked critical

n-c:: must be marked non-critical

c, n-c:: extension may be indicated as critical or non-critical

required (generated):: application must support generation of the extension
required (processing):: application must support processing of the extension



Table 1 Summary of Certificate Fields

Profile ISO PKIX MISSI FPKI

Field
Basic
Certificate Generation| Processing Generation| Processing| Generationl Processing
Version V3 (2) V3 (2) V3 (2) V3 (2)
Serial Number | Sequential | Required Sequentially as issued. SequeTtiaI Requjred  Seqpential reqyired
Issuer Signature id-dsa-with-shal, id-dsa-with-shal id-dsa-with-shal, id-dsa-with-shal,
Algorithm id-dsa-match, mdSWithRSAEncryption, | md5WithRSAENcryption,| shalWithRSAEncryptior

id-rsa-signature, md2WithRSAENcryption, | md2withRSAENcryption,

|d-rs§-3|gnat_ure-wnh-shal, shalWithRSAEncryption, shalWithRSAENcryption

secsig-algorithm

id-ecdsa-public-key
Issuer’s required required required required required required requirefl
Signature
Issuer DN DN X.500 DN X.500 DN | X.500 DN | X.500 DN | X.500 DN
Distinguished only only only only
Name
Validity Period | required required recommended required requireg requir¢d requir¢d
Subject DN DN X.500 DN or null. X.500 DN | X.500 DN | X.500 DN | X.500 DN
Distinguished only only only only
Name
Subject Public | id-dsa, dhpublicnumber id-dsa, id-dsa,
Key Info. id-ecdsa-public-key rsaEncryption id- id-

id-dsa keyExchangeAlgorithm, | keyExchangeAlgorithm,
rsaEncryption, rsaEncryption,
dhpublicnumber dhpublicnumber

Issuer Unique Not Used Not recommended Not used Not used
Identifier




Profile ISO PKIX MISSI FPKI
Field
Subject Unique Not Used Not recommended Not used Not used
Identifier
Extensions Generation| Processing Generation| Processing| Generation Processing
authority key n-c, optional n-c, required n-c, required n-c, optional
identifier required required required
subject key n-c, optional n-c, required n-c, required n-c, optional
identifier required required required
key usage c, required  required c c, required  required c, required
required
Extended key optional corn-c optional optional
usage
Private key usagg optional n-c, not recommended optional required optional
period
Certificate n-c, required C or n-c, not null, n-c, required ¢, h-c, required
policies required recommended required required
Policy Mapping | n-c, required n-c n-c, required n-c, required
required required required
subject Alternate| c, n-c, required | c orn-c n-c, required, | n-c, required,
Name required, | rfc822Name required, directoryN | required, | directoryNa
rfc822NameuniformResoy dNSName, | ame dNSName| me
ediPartyNamgceldentifier, rfc822Nam rfc822Nam
uniformResoldirectoryName e, e,
rceldentifier directoryNa directoryNa
me, me,
uniformRes uniformRes
ourceldentif ourceldent
ier fier




Profile ISO PKIX MISSI FPKI
Field
Issuer Alternate | c, n-c, required | c n-c, required, | n-c, required,
Name required rfc822Name required, directoryN | required, | directoryNa
rfc822Name, uniformResourc dNSName, | ame dNSName| me
ediPartyName| eldentifier, rfc822Nam ,
UniformReso |directoryName e, uniformR
urceldentifier directoryNa esourceldd
me, ntifier
uniformRes
ourceldentif
ier
Subject Directory| optional n-c, not recommended n-c, required optional
Attributes required
Basic ¢, required | required ¢, required c, required  required c, required
Constraints required
Name ¢, required | required, ¢, min, max not used c, required,required, | c, required} required,
Constraints rfc822Name | rfc822Name directoryNa | directoryN | directoryNa directoryNa
uniformResoniformResoulc me ame me me
rceldentifier, feldentifier,
directoryNampgirectoryName|
Policy ¢, required | required C or n-c, required c, requirgd  required c, required
Constraints required
CRL Distribution| ¢, n-c, required, n-c, recommended n-c, required, | corn-c, required,
Points required, | distribution required, distributio | required, | distribution
distribution | Point: distributionP| nPoint: distributio | Point:
Point: directoryNa oint: directoryN | nPoint: directoryNa
directoryNa| me, directoryNa | ame, directoryN | me,
me, uniformRes me, uniformRe | ame, uniformRes
uniformRes | ourceldenti uniformResq sourcelden| uniformR | ourceldenti
ourceldentif| fier. urceldentifie| tifier esourceldd fier
ier. cRLIssuer: r crlissuer] crlissuer: | ntifier
cRLIssuer: | directoryNa directoryNa | directoryN
directoryNa| me me ame

me




Table 2 Summary of CRL Optional Fields

pd

Profile 1ISO PKIX MISSI FPKI
Field
Basic Certificate Generation| Processing Generation | Processing| Generatior] Processing
version required required required required requireg required requirg
nextUpdate required required required required required required required
Extension Generation| Processing Generation| Processing | Generatior] Processing
authorityKeyldentifier n-c, optional n-c, required| n-c, required n-c, optional
required required required
keyldentifier required required recommende required required required required
d
certlssuer Not used Not used Not used
Not used Not used Not used
authorityCertSerialNumber
issuerAltName n-c, required, n-c n-c, required n-c, required
required rfc822Name required required
rfc822Name,| uniformResou
ediPartyNam| rceldentifier,
e, directoryNam
UniformReso| €
urceldentifier
CcRLNumber n-c, optional n-c, n-c, required optional
required required required
issuingDistributionPoint c, required,| required, c c, required,| required, | c, required
directoryN | directoryNa distribution | distribution | required
ame, me, Point: Point:
uniformRes| uniformRes directoryNa| directoryNa
ourceldenti| ourceldentif me, me,
fier ier uniformRes| uniformRes
ourceldenti| ourceldenti
fier fier




Profile ISO PKIX MISSI FPKI
Field
Basic Certificate Generation| Processing Generation| Processing | Generatior] Processing
version required required required required requireg required requirgd
nextUpdate required required required required required required required
Extension Generation| Processing Generation| Processing | Generatior] Processing
deltaCRLIndicator optional C prohibited optional
Table 3 Summary of CRL Entry Extensions
Profile ISO PKIX MISSI FPKI
Field
Generation| Processing Generation | Processing | Generatior] Processing
reasonCode n-c, optional n-c, n-c, required n-c, optional
required recommende | required required
d
holdInstructionCode optional n-c optional optional
invalidityDate n-c, optional n-c, n-c, required n-c, optional
required recommende | required required
d
certificatelssuer c, required | required c c, required  required c, required
required




